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Intruder Lockdown Procedures
An intruder is an individual in the setting who has not followed established visitor procedures and may or may not be a safety hazard to the setting. This policy provides a means of dealing with either situation.

Procedure for a legitimate visitor not signed in by security
If a staff member notices a person not wearing appropriate visitor identification, the following steps apply:
1) If unsure about level of threat posed by the visitor, notify the Office immediately;

2) If determined safe, ask the intruder to provide identification and ask purpose of the visit to the premises:

· if they are a legitimate visitor escort that person to the office / gate and have them signed in as a visitor (security to inform them of sign in policy for future reference); or
· if they are not a legitimate visitor notify the office immediately who will direct security to deal with the situation as appropriate.
3) Security to record the incident and determine how the intruder gained entry and report the incident to the Co-Principals and GM who will record and file the report.
Procedure for an intruder who may pose a safety hazard

Scenario 1 - Staff notices potential intruder 
If a staff member notices a person who looks suspicious or threatening the following steps apply:

1) Office is to be notified immediately with any information about appearance, behaviour, potential weapons and location of the intruder;
2)  Office will then notify security and also Head Administrator on site;
3) Security will run through security procedures as applicable;
4) Head Administrator will decide whether to initiate alarm for lockdown procedures and category of lockdown (Code Blue or Code Red) and notify security with their decision.
Scenario 2 - Security notices potential intruder

If security is made aware of an intruder who may pose a safety risk, the following steps are to be followed:
1) Follow security’s Intruder Guidelines;  

2) Inform the school office immediately with details on the level of threat and location;

3) Office to immediately inform the Head Administrator on site with details provided by security; and
4)  Head Administrator will then decide whether to initiate alarm for lock down procedures and category of lockdown (Code Blue or Code Red) and notify security to commence activation of intruder alarm. 
Lockdown Practice

1. A lockdown drill will occur three times per year.
2. Quality Control during Lockdown Practice – Members of the Campus Leadership Team (CLT) will be sweepers in charge of checking the security of all doors to ensure that students and staff are safe.  They should gather at the office following the check to coordinate next steps. 
3. The office is to notify parents about any upcoming lockdown drill. Once the drill is completed, the office will inform parents of the practice. 
Lockdown procedure
If lockdown is initiated, the Head Administrator on campus is to activate one of the following lockdown alerts depending on the level of threat:
a) Code Blue (low level threat)

This threat will apply where there is a potentially dangerous person that has been located by security and they are in proper control of the situation. If this alarm is activated, these steps are to be followed: 

1) Staff are to quickly check the hall and restrooms closest to their classrooms and get students into nearest rooms that can be locked;

2) Staff are to close, lock and cover all doors and windows;
3) Staff are to ensure that no person leaves the room and keep the room locked until the ‘All clear Signal’ is given (i.e. All Clear Signal is given over the public address system by the Head Administrator).

4) Members of the Senior Management Team, GM and the Supporting Division Leader will congregate in the CCTV center.  If deemed safe, the Head Administrator will assign responsibilities for checking hallways and washrooms. 

5) The Office Administrator will close off the Office area and work from there to maintain communication with school leaders, and staff members.

During a Code Blue Alert

These directions are to be followed:
· Staff will maintain (as best they can) a calm atmosphere in the room, keeping alert to emotional needs of the students.
· Staff will do a headcount and make every effort to notify the Office Administrator by text, phone call or email if there is a child missing, extra children in the class or some serious issue.  The Office Administrator will continually update the Head Administrator regarding the location of staff and students.
· Silence is to be maintained until the ‘All Clear’ signal is given (students should not talk or use mobile phones / electronic devices etc); 

· Staff to ensure the room remains locked and no person is to leave until the ‘All Clear’ signal has been given over the public address system by the Head Administrator.  

b) Code Red (high level threat)

This threat level will apply when there is a potentially dangerous intruder(s) that has not been contained by security. In such cases the safety of students and staff is in jeopardy. If this alarm is activated, these steps are to be followed:

1) Staff should quickly check the hall and restrooms closest to their classrooms and get children into the rooms;

2) If students are outside when a “Code Red” is called, or shots are heard / fired, staff will quickly direct and move children back into the facility and into the nearest classroom for lockdown;
3) Staff are to close, lock and cover all doors and windows, and turn off lights;
4) Staff will move children away from windows and doors, and position children in a safe place against walls or on the floor. Turn a classroom table on its side to use as a buffer.
6) In the event of a Code-Red Lockdown, the CLT members should stay in the room they are located and remain under lockdown conditions. The security staff will monitor the situation from the CCTV office and take appropriate actions. 
7) The Office Administrator will close off the Office area and work from there to maintain communication with school leaders, and staff members.

8) Staff will ensure that the room door remains locked and no person leaves the room until the ‘All Clear’ signal is given by the Head Administrator over the public address system. 
During a Code Red lockdown
These directions are to be followed:
· Cancel all outside activities until notified by the relevant government department or Security that the crisis/threat has been resolved;

· Silence is to be maintained until the ‘All Clear” signal is given (students should not talk or use mobile phones / electronic devices etc); 
· Staff will do a headcount and make every effort to notify the Office Administrator by text, phone call or email if there is a child missing, extra children in the class or some serious issue.  The Office Administrator will continually update the Head Administrator regarding the location of staff and students.
· Staff will maintain (as best they can) a calm atmosphere in the room, keeping alert to emotional needs of the students.

· Staff to ensure that the room door remains locked and no person leaves the room until the ‘All Clear’ signal is given by the Head Administrator over the public address system.
All Clear Signal
1) For Code Blue Alert, the ‘All Clear’ signal is not to be given until Security Liaison and Head Administrator agree that safety has been restored. This signal is to be given by the Head Administrator on campus at the time. 

2) For Code Red Alert, the ‘All Clear’ signal is not to be given until security, police or a relevant government department confirms that safety has been restored. This signal is to be given by the Head Administrator on campus at the time over the public address system. 
3) Any other message without the words ‘All Clear’ is a signal that a Head Administrator is under duress and students should remain in lockdown.
When the threat has been eliminated, normal activities should be resumed as soon as possible as instructed by the Head Administrator on Campus. 
Parent Notification
The office is to notify parents immediately about any real Code Blue or Code Red Alert after the ‘All Clear’ signal is given and provide details about the incident and the safety status of students and/or any casualties.
Follow up
1) The Security Liaison and Head Administrator are to complete an incident report on the situation and the response and communicate this to the Health and Safety Committee for review and follow up as necessary; 
2) The Security Liaison should immediately review their procedures and address any gaps in security in consultation with relevant government department where deemed necessary;   
 3) Head Administrator is to debrief staff and students about the situation and provide counselling if required;
 4) Health and Safety Committee to review what worked and what didn’t work and steps for improvement. The Security Liaison is to be present to report on the incident and follow up on suggestions for improvement as necessary.  

非法入侵者应对操作流程

入侵者定义为个人未遵循访客流程或可能对校园产生安全隐患者。此项政策针对这两种情况提供解决方案。

未在门岗保安处登记的合法访问者流程

如果学校职员发现未带访客证件的人，适用下列步骤：
1) 如果不能确定访问者的安全危险等级，请立刻通知办公室。
2) 如果确定安全，首先询问访客提供证件及来访目的：
· 如果是合法访客，请将其送至办公室/门岗，进行访客登记（同时保安告知访客正常的登记流程）。
· 如果非合法访客，请立刻通知办公室采取相应处理措施。
3）保安需记录该事件并确认入侵者是如何进入校园的，并立即上报给校长和总经理存档相关文件。
可能产生安全隐患的入侵者流程

场景1--职员发现潜在入侵者

如果职员发现可疑或有危险的人，适用下列步骤：
1) 立刻告知办公室入侵者的相貌特征、行为、潜在武器以及具体方位。
2) 办公室立即通知保安以及校园负责人。
3) 保安立刻执行安全防范流程。
4) 校园负责人决定是否启动封锁程序和类别（蓝色或红色代码），并将决定通知保安。
场景2—保安发现可疑侵入者

如果保安发现有危及到校园安全的可疑人物，适用下列步骤：
1) 跟进入侵者应对操作流程。
2) 立刻通知学校办公室具体的危险等级以及具体方位。
3) 办公室立刻通知校园负责人关于保安所报告的具体情况。
4) 校园负责人决定是否启动锁定程序和类别（蓝色或红色代码），并通知保安启动相应的入侵者警报。 

封锁流程

如果封锁流程启动，校园负责人根据危险等级启动以下任一等级的封锁警报。
a) 蓝色代码（危险等级低）

此危险适用于保安已经确认潜在危险人员位置并控制住情况。如果启动警报，适用下列步骤：
1) 教职员工快速检查邻近其所在教室的礼堂、洗手间等，并带领学生进入最近的房间将门反锁。
2) 教职员工关好门窗，并紧锁。
3) 教职员工在警报未解除前不得允许任何人离开房间，并确保门窗紧锁（如：警报解除将由校园负责人通过广播系统发布）。
4) 高级管理层成员以及总经理办公室、校务部负责人在监控中心集合。如果判断已安全，校园负责人将安排人员分别检查各个走廊和洗手间。
5) 学校办公室主任将关闭办公室区域，并在那里保持遇学校管理者和员工的沟通。

在蓝色代码期间

请遵循以下：
· 教职员工必须尽可能保持现场安静，随时关注学生们的情绪发展。
· 教职员工将完成人数统计，如有学生缺少，或班中多出其他的学生，甚至其他严重的情况，则尽最大努力以短信、电话或邮件等形式通知学校办公室。学校办公室主任会将员工和学生的情况与校园负责人保持沟通。
· 在警报解除前必需保持安静（学生不能交谈，不得使用移动通信或其他电子设备）。

· 教职员工在警报未解除前不得允许任何人离开房间，并确保门窗紧锁，直到由校园负责人通过广播系统发布的警报解除信息。

b) 红色代码（危险等级高）

此危险适用于保安未能控制潜在危险人员（们）。在这种情况下学生和职员有危险。如果启动警报，适用下列步骤：
1) 教职员工快速检查邻近其所在教室的礼堂、洗手间等，并带领学生进入最近的房间将门反锁。

2) 如果在红色警报启动时学生仍在户外，职员需迅速将学生转移到最近的教室躲避。
3) 教职员工关好门窗，并紧锁，同时拉下所有窗帘，关闭所有的灯。
4) 教职员工将学生转移到安全位置靠墙或者紧挨地面，远离门窗。将桌子移到身旁作为缓冲。
5) 高级管理层成员以及总经理办公室、校务部负责人在监控中心集合。如果判断已安全，校园负责人将安排人员分别检查各个走廊和洗手间。
6) 学校办公室主任将关闭办公室区域，并在那里保持遇学校管理者和员工的沟通。

7)
教职员工在警报未解除前不得允许任何人离开房间，并确保门窗紧锁，直到由校园负责人通过广播系统发布的警报解除信息。
在红色代号封锁期间

     请遵循以下：
· 取消一切户外活动直到有相关政府职能部门或保安通知危险已经解决。
· 在警报解除前必需保持安静（学生不能交谈，不得使用移动通信或其他电子设备。
· 教职员工将完成人数统计，如有学生缺少，或班中多出其他的学生，甚至其他严重的情况，则尽最大努力以短信、电话或邮件等形式通知学校办公室。学校办公室主任会将员工和学生的情况与校园负责人保持沟通。
· 教职员工必须尽可能保持现场安静，随时关注学生们的情绪发展。
· 教职员工在警报未解除前不得允许任何人离开房间，并确保门窗紧锁，直到由校园负责人通过广播系统发布的警报解除信息。
全部解除信号

1) 蓝色警报，解除此警报必须等到校园负责人及保安协调人确认已恢复安全。此信息将由校园负责人通过广播系统发布。
2) 红色警报，警察或相关职能部门确认已恢复安全，方可解除此警报。此信息将由校园负责人通过广播系统发布。

当接收到由校园负责人发布的警报解除信息后，立即恢复一切常规的校园活动。
家长通知

蓝色警报或红色警报解除后，学校办公室立刻通知家长具体事故信息，学生安全状况/或伤亡情况

跟进

1) 保安协调人及校园负责人完成特殊事件报告，并及时与安全委员会沟通及跟进改进方案。

2) 保安协调人应立即审查此工作流程，若有需要，与相关政府职能部门协商解决流程中所存在的漏洞。

 3)校园负责人听取教职员工及学生关于实际情况的汇报，并根据需要提供辅导咨询。
 4) 安全委员会根据实际发生的情况总结经验，并改善流程。保安协调人根据总结报告以及改进建议做出相应改善。

